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OCEG is a global, nonprofi t think tank and community of more than 
85,000 members, dedicated to helping organizations reliably achieve their 
objectives, while managing uncertainty and acting with integrity.

This is what OCEG calls Principled Performance, and it is a goal that every organization 
can achieve by integrating and aligning their approaches to the governance, assurance 
and management of performance, risk and compliance. Processes for achieving that 
integrated approach, commonly called GRC, is supported by the open source standards 
set out in OCEG’s Red Book GRC Capability Model. OCEGTM, LeanGRC®, Principled 
PerformanceTM and Driving Principled PerformanceTM are trademarks of OCEG. 

Learn more at oceg.org
The following members of the OCEG GRC Solutions Council contributed to 
the development of the illustrations and articles in this ebook:

Each of the illustrations in this ebook are available for download from the OCEG site at 
go.oceg.org/policymanagement
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Policies are critical to the organization as they establish 
boundaries of behavior for individuals, processes, 
relationships, and transactions. Starting with the 
policy of all policies – the code of conduct – they 
fi lter down to govern the enterprise at all levels.

GRC, by definition, is “a capability to
reliably achieve objectives while addressing 
uncertainty and acting with integrity.”1

Policies are a critical foundation of GRC. When properly 
managed, communicated, and enforced, policies:

Provide a framework of governance 
Policy paints a picture of behavior, values, and ethics 
that defi ne the culture and expected behavior of the 
organization. Without policy there are no consistent rules 
and the organization goes in every direction.

Identify and treat risk
The existence of a policy means a risk has been identifi ed 
and is of enough signifi cance to have a formal policy 
written which details controls to manage the risk.

Defi	ne	compliance
Policies document compliance in how the organization 
meets requirements and obligations from regulators, 
contracts, and voluntary commitments. 

Unfortunately, most organizations do not connect the 
idea of policy to the establishment of corporate culture. 
Without policy, there is no written standard for acceptable 
and unacceptable conduct — an organization can quickly 
become something it never intended. 

Policy also attaches a legal duty of care to the organization 
and cannot be approached haphazardly. Mismanagement 
of policy can introduce liability and exposure, and 
noncompliant policies can and will be used against the 
organization in legal (both criminal and civil) and regulatory 
proceedings. Regulators, prosecutors, and plaintiff 
attorneys use policy violation and non-compliance to 
place culpability.

An organization must establish policy it is willing to enforce 
— but it also must clearly train and communicate the 
policy to make sure that individuals understand what is 
expected of them. An organization can have a corrupt and 
convoluted culture with good policy in place, but it cannot 
achieve strong and established culture without good policy 
and training on policy.

1 - This defi nition is found in the OCEG GRC Capability Model, http://www.
oceg.org/resources/red-book-3/.

HORDES OF POLICIES SCATTERED 
ACROSS THE ORGANIZATION
Despite the value of policy, many organizations have:

Policies	managed	in	documents	and	fi	leshares	

Reactive	and	ineffi		cient	training	programs

Policies	that	do	not	adhere	to	a	consistent	style

Rogue and out of date policies

Policies	without	lifecycle	management

Policies	that	do	not	map	to	exceptions	or	incidents

Policies	that	fail	to	cross-reference	standards,
rules,	or	regulations

INEVITABLE FAILURE OF AD HOC
POLICY MANAGEMENT
Organizations often lack a coordinated enterprise strategy 
for policy development, maintenance, communication, 
attestation, and training. An ad hoc approach to policy 
management exposes the organization to signifi cant 
liability. This liability is intensifi ed by the fact that today’s 
compliance programs affect every person involved with 
supporting the business, including internal employees and 
third parties. To defend itself, the organization must be 
able to show a detailed history of what policy was in effect, 
how it was communicated, who read it, who was trained 
on it, who attested to it, what exceptions were granted, and 
how policy violation and resolution was monitored and 
managed. If policies and training programs don’t conform 
to an orderly style and structure, use more than one set 
of vocabulary, are located in different places, and do not 
offer a mechanism to gain clarity and support (e.g., a policy 
helpline), organizations are not positioned to drive desired 
behaviors in corporate culture or enforce accountability.

With today’s complex business operations, global 
expansion, and the ever changing legal, regulatory, 
and compliance environments, a well-defi ned policy 
management program is vital to enable an organization to 
effectively develop and maintain the wide gamut of policies 
it needs to govern with integrity. 

The haphazard department and document centric 
approaches for policy and training management of the past 
compound the problem. It is time for organizations to step 
back and defi ne a cross-functional and coordinated team 
to defi ne and govern policy and training management. 
Organizations need to wipe the slate clean and approach 
policy and training management by design with a strategy 
and architecture to manage the ecosystem of policies 
and training programs throughout the organization with 
real-time information about policy conformance and how it 
impacts the organization. 
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Why Policies and Policy Management Matter

By Michael Rasmussen, GRC Analyst, GRC 20/20 Research



Organizations today face the need to manage hundreds or even thousands of policies in a climate of rapidly changing compliance mandates and 
evolving business objectives and strategies. Challenges arise at every stage of the policy management life cycle.  This illustration addresses each 
stage and the steps that can ensure the right policies are developed and maintained through a mature process.

Policy management step-by-step
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2 DEVELOP AND UPDATE

4 IMPLEMENT & ENFORCE

5 MEASURE AND MAINTAIN

WHY DOES POLICY MANAGEMENT MATTER?

Policy development is continual, whether creating new policies 
or revising existing ones in response to change. 
Establish and document methods to track conformance 
with the policy and continued relevance of each policy.

Even with good communication, policies aren’t always 
followed.  Implement controls that enable enforcement.  
Monitor those controls for effectiveness and adherence.  
Document and remediate violations, while considering 
what policy improvements should be made.

A policy is only as good as its communication and understanding. Establish 
a policy repository and inform all intended audiences of how to access each 
policy. Determine risk-based importance of each policy when defining the 
level of communication needed for each audience. Maintain records of 
completion and establish triggers for reminders and refreshers.

Periodically review each policy to 
ensure it remains relevant and correct. 
Design and implement standardized 
steps to determine need for revision, 
reauthorization or retirement. Maintain 
the version control and archives of 
each version and related management 
steps.

3 COMMUNICATE AND TRAIN

DISTRIBUTE

DISTRIBUTE AND CERTIFY

DISTRIBUTE, CERTIFY 
AND TRAIN

1 DETERMINE NEED
Only create policies when they define organizational values or mandates, 
address regulatory or internal obligations, or manage potential risk or liability. 
Too many policies burden the organization and too few expose it to 
unnecessary risk. To identify when a policy is needed, monitor internal and 
external events and changes.

In many organizations, policies are scattered throughout the 
entity with no central repository and suffer from:
• Inconsistent styles
• Unauthorized issuance
• Lack of ownership
• Poor lifecycle management
• No mapping to exceptions or incidents
• No cross-reference to standards, rules, or obligations

©2019 OCEG, Contact support@oceg.org for comments, reprints or licensing

Have we identified 
the obligations 
that apply?

Are we making 
changes in our 
business 
operations?

What risks 
do we face?

How should our 
policies address 
these?

NO CHANGE
STEP 1

STEP 2

... writing the policy. Use our 
template and get approval.

... making sure it’s distributed, 
communicated.

You are 
responsible
for...

Now you own it. 
Keep track of it...

POLICYVIOLATIONS:
0

CHANGES
IN RISK/BUSINESS
OPS

DEVIATION REQUESTS: 2

NUMBER OF 
FAILURES:3 POLICY 

VIOLATIONS:0
EXCEPTIONS 

AND 
DEVIATIONS

I haven’t 
seen any 
violations.

This needs 
to be done 
differently.

NO POLICY POLICY
NEEDED

Consistently manage the policy 
life cycle

Notify when changes to 
regulations, laws, standards and 
procedures affect policies

Link policies to drivers, controls, 
owners, reporting pathways 
and training 

Provide a user-friendly portal for 
employees and other 
stakeholders

Enable cross-referencing and 
linking of policies, procedures, 
obligations and related 
objectives

Provide a robust system of 
record for access, certification 
and training

Establish a calendar view to 
streamline communications

Restrict access and rights 
to individual policies

I certify 
that I have 
read it.

WHY DO POLICIES MATTER?
Strong, well managed policies that are integrated 
across the business help to:   
• Define, articulate, and communicate expectations  

• Communicate risk limits

• Establish a culture of compliance

• Guide desired conduct

• Protect the organization

• Achieve business objectives 

• Explain governance and accountability structures

BENEFITS OF AN INTEGRATED POLICY ARCHITECTURE

Assign relevant policies based 
on target group

Keep a record of all policy 
versions and histories for 
defensible audit trails

Maintain accountable workflow

Deliver comprehensive reporting
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Unlike kitchens, messy approaches to policy management 
do not signal happiness. More organizations ought to take 
this truth to heart. If you’re unsure of the state of your 
company’s policy management hygiene, here’s a revealing 
question: How many policies exist within  
your organization?

Unless your response is swift and accurate, your policy 
design and improvement processes likely need a large 
serving of standardization. If so, your company is hardly 
alone. OCEG Fellow, Michael Rasmussen, speaking at a 
recent compliance conference asked how many of the 
200 GRC managers and executives in the audience could 
identify the number of policies within their company. 
Following an uncomfortable silence, a total of two  
hands were raised. While that survey result is decidedly 
anecdotal, its message rings true across the vast majority 
of companies. 

That’s a problem because companies of all sizes are 
struggling to communicate, train and engage employees 
and other stakeholders with policies designed to help 
mitigate potentially serious risks to the business. A key 
challenge stems from the sheer volume of organizational 
policies—a number that routinely can be in the thousands 
in globally operating companies.

Before policy management teams can strengthen their 
communications and awareness plans as well as related 
training activities, they should get a firm grasp on how 
many policies exist and how many remain relevant 
given the steady pace of change to the risk environment, 
regulatory requirements, internal organizational priorities 
and structures, and external business conditions. 

Achieving that clarity requires a close look at the processes 
by which policies are authored, issued and approved. It 
requires that the right team, technology, and standard 
processes (and templates) are in place. 

BLESS THIS MESS
Many, if not most, organizations rely on a fragmented, 
scattered approach to policy creation—one that has 
developed in a decidedly ad hoc manner over time. 
Policies exist in different templates and formats. Policies 
are accessible via numerous different portals across the 
organization. Rules governing how policies are authored 
and approved either do not exist or vary by department. 
Worse, many organizations have no mechanism for 
accessing all of their policies; as a result, these companies 
cannot determine if policies remain relevant years  
after their issuance and/or whether policies conflict with 
each other. 

It’s difficult to find a similar lack of standardization in 
almost any other area of the business. Picture a warehouse 
with no inventory system. Imagine an HR department 
that doesn’t know how many employees work for the 
company—or where those people are located. Consider an 

accounting function that cannot categorize expenses. If 
any of those scenarios existed, confusion would flourish, 
and chaos would follow; fulfilling business objectives 
eventually would become impossible. 

 Like other aspects of compliance, policies tend to 
materialize in response to specific requirements or needs 
that are narrow in scope and/or applicable to only parts of 
the organization. This uneven process may have relatively 
few side effects within small companies with a handful 
of different departments. In those companies, employees 
may even bristle at “overly bureaucratic” approaches that 
enable standardization, such as adherence to a policy-
issuance decision-making process or the use of approved 
policy templates. Without those and other standardization 
enablers in place, even small companies can become 
overwhelmed by policy tangles over time, especially as  
they grow in size. 

CREATE A POLICY ON POLICIES
Policies are the cornerstone of compliance in organizations 
of all sizes. Policies establish the guidance that must be 
followed when establishing procedures and engaging in 
the day-to-day operations of the business. Policies demand 
adherence to applicable laws and regulations and also set 
out the mandates the organization’s leadership establishes 
and deems necessary to support its values and objectives. 

It’s true that a global bank with thousands of policies in 20 
languages addressing operations in 30 countries will have 
a more complex program than a small retailer operating 
in one country. However, both organizations will benefit 
greatly from enhancing their policy management planning 
and using standard templates, processes and technologies. 

There are three primary steps involved in establishing a 
standardized approach to policy issuance and ongoing 
management:

1. Create a committee

Coordinating policy issuance begins with the establishment 
of a policy steering committee comprised of managers 
from human resources (HR), information technology (IT), 
compliance and ethics, legal and other relevant functions 
and groups. The committee is charged with defining, 
developing and overseeing the policy management 
program. The committee should begin by issuing a “Policy 
on Policies” that sets out roles and processes for policy 
issuance and the standard forms or templates to be used 
for various types of policies. 

2.	 Assign	key	roles

It is important to assign two key roles and clarify their 
unique responsibilities. A policy program manager 
assumes responsibility for managing policy needs on a 
day-to-day basis. While policy program managers typically 
do not draft policies, they oversee the review and approval 
of every policy, ensuring that those efforts adhere to 
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Stop Messing Around, Start Standardizing 

drafting guidance and the use of sanctioned templates. 
Policy owners, who may draft the policies or use subject 
matter experts to serve as policy authors, are responsible 
for ensuring that each policy remains relevant; translations 
and localized versions are accurate; and distribution and/or 
deeper training are provided. 

3.	 Invest	in	technology

Managing the policy authoring and issuance process for 
hundreds, thousands or tens of thousands of policies 
requires supporting technology. Policy management 
systems or platforms, which often come with a user-
facing portal, are widely available today. These systems 
enable real-time document collaboration on a given policy 
by many people with different roles who simultaneously 
shape the draft. By recording every comment, change and 
approval, the system provides an essential history,  
and audit trail, of the policy development process.  
Policy management automation also can deliver major 
efficiency gains. 

In a recent OCEG webinar, ClauseMatch CEO Evgeny 
Likhoded reported that a bank that previously had required 
150 employees to work together to create and annually 
refresh a single credit policy, eliminated months of work 
after it implemented a policy management system.

“If 50,000 regulatory changes affect a banking 
organization every year, requiring review of 30,000 
controls and several thousand policies... it is 
impossible to perform that mapping without supporting 
technology” says ClauseMatch CEO Evgeny Likhoded

 
A SPOTLESS DEFENSE
Beyond serving as a central repository for policies 
(including the history of each policy’s development and 
ongoing evolution) policy management technology can 
serve as an enforcement mechanism to ensure that the 
policy on policies is followed, Likhoded notes. 

While the master policy defines tasks and requirements for 
each role, the portal calendars the due dates or meeting 
dates and confirms that they have been met. When there 
is a template, the portal system will not allow publishing 
of a final policy until it has progressed through all required 
drafting steps, received stakeholder feedback and received 
committee approval, with each of those milestones logged 
into the system.

Further, certain sections in the policy are inherited from 
the template and they cannot be changed. For example, 
every policy needs to have a purpose, scope, and section 
headings. If those headings are changed in the template, 
they are also automatically changed in every policy that has 

been drafted via that template. By maintaining standard 
components and consistent visual style, employees and 
stakeholders can quickly and easily recognize what is – or 
isn’t – an official policy of the organization. 

Mapping regulatory changes to policies within a policy 
management system helps determine if a policy must 
be reviewed to assess if it is still appropriate for the 
organization when a regulation changes, Likhoded points 
out. If a specific clause of a regulation is mapped to a 
number of related policies, when that clause changes, all 
relevant policy owners will be notified that policies mapped 
to that clause need to be reviewed. 

The volume of work and communications involved in that 
mapping activity can reach staggering levels. If 50,000 
regulatory changes affect a banking organization every 
year, requiring review of 30,000 controls and several 
thousand policies (containing a combined number of 
clauses that stretch into the millions), it is impossible to 
perform that mapping without supporting technology, says 
Likhoded. The technology should track workflows and 
proactively validate any new content, comparing it to any 
existing content, and then determining whether the content 
is related. A change also might occur within internal 
procedures or business operations, so the system should 
trigger an alert for the need to review the new content 
(whether it is from an external or internal source) and 
suggest appropriate action. 

This capability demonstrates to regulators, external 
auditors, law enforcement and/or opposing counsel in 
a lawsuit that the organization has effectively managed 
and maintained policies even as regulations and business 
operations changed over time. Those overseers want to 
know what the policy looked like on the date when the 
regulatory violation allegedly occurred.

In those instances, regulatory and legal investigators want 
to know what the policy was then, who was aware of that 
policy, how it was kept current to satisfy relevant risk and 
regulatory requirements at the time and any other factors 
that can help clarify the audit trail. 

This history is needed to defend the organization and 
prove that is keeping policies current and relevant to 
the environment even as the environment continually 
evolves. That type of clarity requires a standardization 
of policy development and a spotless approach to policy 
management.

By Carole Switzer, Co-Founder and President, OCEG



Policy development is continual, whether creating new policies or revising existing ones in response to change. Organizations need a structured 
approach to policy development supported by appropriate technology to ensure that policies are developed and approved in a collaborative and 
consistent manner in accordance with the scope and design of the policy management system.

A collaborative approach to policy development and approval
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TECH

v1.0 v2.0

OBLIGATIONS POLICIES PROCEDURES

v3.0

CONTROLS

APPROVAL

APPROVALS & OWNERS

POLICY
MAP & LINK

ALWAYS
POLICY

POLICY

THOU
SHALT

OBJECTIVES

POLICY

POLICY

1.
2.

1.
2.

1.

2.

CONTENTS

SHOULD WE WRITE A NEW POLICY?

Is the policy required by law, regulation, contract, 
or other obligation?

Does the organization’s size, business, industry, 
or workforce justify having this policy?

Will the policy enhance business performance, 
improve productivity, effectiveness, or efficiency?

Will the policy enhance employee or customer 
experience?

Is the policy just creating another layer of 
bureaucracy?

Will the policy be consistent with the 
organizational culture?

How did we handle this without a policy?

Can an existing policy be updated to address the 
necessary items, eliminating the need to write a 
new policy?
Is the time and money required to administer the 
policy reasonable in relation to the benefits 
obtained?
Do we have the mechanisms to communicate 
and enforce the policy?

ORGANIZATIONAL ROLES

A SUITABLE AND SCALABLE SYSTEM

STEERING COMMITTEE
• Govern the policy management  
 program
• Approve templates, guidance  
 and procedures 
• Review and revise the program  
 as needed to reflect changes in  
 the environment
• Include representatives  
 across departments

PROGRAM MANAGER
• Manage the policy development  
 process 
• Guide policy owners and  
 developers
• Oversee policy approval  
 committees
• Chair and/or facilitate the  
 steering committee 

POLICY OWNER
• Ensure that each policy remains  
 accurate and relevant
• Establish plan for policy  
 communication and training 
• Evaluate changes in factors  
 affecting each policy 
• Oversee revision or decision to  
 retire each policy

POLICY AUTHOR
• Collaborate to ensure all  
 necessary input
• Draft policies using approved  
 templates and style guide
• Follow the established  
 development process
• Confirm each policy addresses  
 identified obligations

Each organization will establish and define key roles 
in the policy management program to suit their own 
needs considering the number and scope of 
policies, the nature of the business and the overall 
management style. Some may combine author and
owner roles; others may use a team to draft key 
policies; a few might have a team of assistant policy 
program managers and one or more policy review 
and approval committees. Most will have the key 
roles described below.

CONTRIBUTORS TO THE PROCESS
Input may come from key areas of the 
business, including legal, compliance, HR, 
operations and in the three lines of defense.

All policies adhere to 
corporate style guides and 
templatesv3.0

Establish a 'policy on policies' 
that sets templates, style 
guides and development 
process.

Determine need for new or amended 
policy based on analysis of changes 
in regulation, business operation and 
risk profile.

Draft policy with input 
from relevant subject 
matter experts.

Review new or edited policy to 
ensure compliance with 'policy 
on policies'.

Obtain final approvals 
and sign off.

POLICYREGULATION RISK

DANGER
Don't let your policy 
house fall into 
disrepair.

PURPOSE & SCOPE

POLICY STATEMENT

DEFINITIONS RELEVANT CONTROL STANDARDS

RELATED POLICIES & CONTROLS

HISTORY & AUDIT TRAIL

1 32 4 5

KEY STEPS TO A COLLABORATIVE PROCESS
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Leading policy management practitioners 
harness planning and technology to interact with 
employees when and where they need support 

 
 
After years of toiling in the back office, policy management 
professionals are extending their activities to the front lines 
by leveraging interactive technologies to engage employees 
with relevant policy communications and training content 
in an optimal manner. 

That means delivering the right type of policy content to 
employees at the right time and in the right place. When a 
sales executive touches down in a bribery-prone country, 
a centralized policy management system pushes a text 
on Foreign Corrupt Practices Act (FCPA) information 
and related policies to her cell phone; she can click a link 
in that message to pull additional jurisdictional-specific 
FCPA guidance to her device. When a freshly promoted 
manufacturing manager enters a production facility for the 
first time, he’s already viewed site-specific policy training 
videos delivered to his tablet a week before. 

Creating that context—meeting employees where 
they are—is crucial to developing a next-generation 
policy lifecycle management capability. Technology is 
a foundational component of this capability. “If you’re 
managing all your policies, policy communications and 
training material in documents, spreadsheets, emails, and 
off-the-shelf content management systems, you probably 
don’t have a system of record that’s legally defensible in 
court—just ask your external auditors or your regulators,” 
notes MetaCompliance CEO Robert O’Brien.

With a unified policy portal in place, organizations are  
more likely to engage employees with interactive policies 
and training that strengthen awareness throughout  
(and beyond) the enterprise. They are also well-positioned 
to increase the efficiency of the overall policy management 
lifecycle while strengthening legal defensibility when  
issues arise.

Achieving that win-win-win proposition begins with 
an effort to optimize two components of the policy 
management lifecycle:

1.	 The	development	of	a	comprehensive	
communications and awareness (including training) plan 
on policies; and

2.	Engaging	employees	with	interactive	policies

Within leading organizations, the sophistication of both 
activities has increased significantly in the past few years 
as policy management professionals have invested more 
time, and implemented more advanced technology, in the 
service of getting to know their audiences better.

THE SHIFT HAS STARTED 
The policy management profession’s shift to a front-line 
focus has intensified recently, notes Michael Rasmussen, 
GRC Analyst & Pundit at GRC 20/20, and an OCEG Fellow. 

A decade ago, 90 percent of the policy management 
solution requests for proposal (RFPs) Rasmussen was 
involved with centered on back-office processes and 
activities. “The emphasis then was on workflows related 
to approving and maintaining policies,” Rasmussen recalls. 
“Policies then were often dumped into various fileshare 
and intranet sites in a haphazard fashion. Some larger 
companies wound up with a dozen or more policy portals 
scattered throughout their enterprises.” 

More recently, however, Rasmussen has observed a 
groundswell of interest in solutions that also address 
how employees interact with policies daily. “Addressing 
back-office policy management challenges remains 
critically important,” Rasmussen adds, “but we’re seeing 
a significant shift to front-office issues: How do we 
communicate our policies to employees in an interactive 
way that truly engages them in their roles? More people 
are waking up to the value of engaging the front lines of 
the organization—the first line of defense—where decisions 
with policy-compliance ramifications are made every day.” 
Establishing that engagement requires policy management 
professionals to address a significant challenge: knowing 
their audience. 

THE TEAM WITH THE PLAN 
That knowledge ultimately enables policy management 
teams to deliver the right type and volume of 
communications and training to employees and other 
stakeholders based on numerous factors, including 
their current role and the legal and the regulatory 
requirements that apply to their decisions and actions. 
Leading policy management practitioners also factor other 
considerations—primary language, learning styles, device 
preferences, and more—into how they tailor and deliver 
policy content to employees. 

The ability to customize policy content according to  
those factors requires a comprehensive communications 
plan and a team to design and deliver that plan.  
Policy communications plans should address seven 
essential elements: 

1. Overall goals

2.	 A	rundown	of	the	needs	of	each	unique	audience	
segment

3.	Sufficient	budget	and	staffing

4.	A	wide	range	of	accessibility	considerations	to	ensure	
that	communications	are	understandable	and	actionable

5. Success measures

[POLICY MANAGEMENT ILLUSTRATED EBOOK] Meaningful Policy Communication 

Plan to Engage

6.	The	alignment	of	policy	communications	and	training	
strategies	with	organizational	culture,	the	code	of	
conduct,	and	enterprise	communications	and	training	
conventions; and

7.	The	support	of	key	stakeholders.	

The most effective communications and awareness plans 
O’Brien has seen typically cover 12 months of activities, at 
a minimum, and up to 24 months of work. Like an effective 
marketing campaign, these plans are organized into 
multiple stages that roll out over time. Month 1 might focus 
on generating awareness of a policy (or multiple policies) 
while Month 2 concentrates on training activities, Month 3 
centers on the CEO’s messaging of the policy, and so forth.

Designing the team responsible for developing and 
implementing the plan is equally important. The most 
effective teams—sometimes identified as a “policy 
governance committee” or similar type of governance 
council—tend to consist of human resources (HR), 
compliance, and legal managers along with several policy 
owners, O’Brien notes. 

A crucial risk-based assessment—of both a specific policy 
as well as the employees for whom that policy is relevant—
figures prominently among the numerous activities that 
the policy steering committee will perform when creating 
and updating the communications and awareness plan. 
This evaluation helps ensure the relevance, timeliness, 
and efficiency of policy communications and training 
delivered to different employee segments. Key steps in this 
assessment include:

Identifying	the	risk	to	the	company	a	policy	is 
designed to address 
The magnitude of that risk helps determine the scope and 
intensity of the communications and training activities 
related to the policy.

Knowing, and segmenting, your audience 
Basic evaluations (e.g., high, medium and low) of the 
degrees to which various audiences—a group that includes 
full-time employees, part-time workers, contractors, 
vendors, and outsourcers—are affected by policy also help 
ensure that policy communication and training activities 
are calibrated to different groups in an effective and cost-
efficient manner.

Customizing	policy	communications	and	 
training	content	and	activities	accordingly  
When it comes to maintaining awareness of organizational 
cybersecurity policies, for example, a cloud-based 
customer relationship management (CRM) vendor requires 
lengthier and more frequent communications related to 
General Data Protection Regulation (GDPR) compared 
to a janitorial services vendor. With a plan in place, policy 
management professionals can get on with the business of 
engaging their audiences.

GREATER ACCESSIBILITY = 
DEEPER ENGAGEMENT
In the same way that they take a page from the marketing 
function’s playbook when designing a communications 
and awareness campaign, leading policy management 
professionals also monitor the advanced tools and 
functionality that their information technology (IT) select 
and implement. 

Policy management systems are designed to house 
and organize all of a company’s policies in a unified 
manner in a single location. The user interface in these 
systems, called policy portals, benefit from a range of 
advanced functionality—including geolocation technology, 
gamification techniques, social media integration, chatbots, 
video, natural language processing (NLP) and speech 
recognition, other forms of artificial intelligence (AI) and 
more—designed to enhance policy users’ interaction with 
policies relevant to their role and daily activities.

These systems enable employees to pull policy information 
and training modules that they need while also letting 
policy management professionals push relevant content to 
employees in response to changing regulatory compliance 
requirements, employee activities, evolving business 
conditions, employee role changes, and other internal 
shifts. The most effective systems are intuitive, adaptive, 
personal, and accessible, O’Brien stresses.

 “The purpose of policy management technology is to 
engage people with the right information at the right time 
regardless of what type of device they’re using,” continues 
O’Brien, who stresses that the system should also provide 
“one-stop shop” for policy users. This means that policy 
information should be integrated and unified with all related 
procedures and enterprise training materials.  
 

O’Brien’s point on the importance of policy engagement 
highlights the need for different types of accessibility and 
relevance, including: 
 
• Roles and activities 
• Languages  
• Jurisdictions  
• Device 
• Individual preference and needs 

 
 
Continued	on	page	18

By Eric Krell, President, North Fir Group



This illustration portrays how employees are more comfortable with interactive, social, and mobile technologies than ever before. Employers who move away from simplistic 
file-sharing of documents to take advantage of innovative and accessible methods of policy communication and interaction are better able to ensure that employees get the 
information they need when they need it. By providing a unified, interactive policy portal that delivers each employee a customized library of the policies, procedures and training 
they need, a company can enhance employee engagement, ensure understanding, and maintain evidence that each individual knows what conduct is expected.

Engaging employees with interactive policies
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Insider Trading Policy

DESCRIPTION

This policy is designed to promote compliance with insider trading laws that seek to 

preserve the integrity of the securities markets and ensure equal access to information. 

Employees have a duty to honor these laws and protect material, nonpublic (or “inside”) 

information regarding the company. 

SCOPE

This policy applies to all directors, 

officers, employees, contractors, 

temps and other third parties of the 

company (collectively known as ‘xxx’) 

and its subsidiaries and affiliates. This 

group of people, members of their 

immediate families and members of their households are sometimes referred to in this 

policy as “insiders.” It also applies to anyone who receives inside information from any 

insider. This policy does not apply to any transactions executed with a written contract, 

instruction or plan established by a person subject to this policy in accordance Rule 10b-5 

of the Exchange Act.

POLICY

Our company opposes the unauthorized disclosure of any material, nonpublic information 

that you get from work and the misuse of inside information in securities trading. As an 

’xxx’, you may have access to this material, nonpublic information about our company or 

companies with which we do business. Always comply with insider trading laws, which 

prohibit you from using this information to trade in a company’s stock or other securities – 

or tipping others to do so. 

TRAINING / GAMES

TASKS TO COMPLETE
 Read Policy
 Take Online Training
 Answer Quiz
 View Scenarios
 Accept Policy

FORMS & RESOURCES
· Regulation
  FD Disclosure >

EDUCATION
· Training Units >
· Scenario Examples >

QUESTIONS
· FAQ >
· Email a Question >
· Phone >

REPORT INCIDENT
· Online Report >
· Hotline >

JOHN DOE

HOME MY TASKS

SEARCH

RELATED POLICIES: Antitrust & Fair Competition
Confidential Information | Gathering Competitive Info

my policies > finance > insider trading

CHAT WITH US
Have a question?
Compliance Chatbot

SHARE >

SEND FEEDBACK >

instruction or plan established by a person subject to this policy in accordance 

of the Exchange Act.RULE 10b-5: A rule established by the SEC 
that allows insiders of publicly traded 
corporations to set up a trading plan for 
selling stocks they own.

xVIEW REGULATIONS

unauthorized disclosure of any material, nonpublic information 

that you get from work and the misuse of inside information in securities trading. As an 

’xxx’, you may have access to this material, nonpublic information about our company or 

companies with which we do business. Always comply with insider trading laws, which 

VIEW PROCEDURES
· Trading plan development >
· Advice and Consent >
· Notification and Reporting >

x

This policy is designed to promote compliance with 

preserve the integrity of the securities markets and ensure equal access to information. 

Employees have a duty to honor these laws and protect material, nonpublic (or “inside”) 

information regarding the company. 

VIEW DEFINITION
Insider Trading: An illegal act that occurs 
when an individual uses confidential 
information to gain profits or avoid losses

x

POLICY PUSH

Methods for employees to find and 
understand a policy
· Allows employees to tag and organize  

policies 
· Mobile technologies enable quick access
· Meta-data based policy search
· Context based help and FAQs
· Social features allow users to interact and 

share

Methods to push policies to employees to 
make them aware 
· Changes in employee context pushes policy 
· Maps policy to roles, processes and 

activities
· Monitors metrics on read and understood
· Multi-channel delivery (pop-up, IM, login)
· Measures reaction, questions and feedback 

THE POLICY PORTAL
The policy portal is the interactive hub of policies 
and related resources. It provides policy users with 
timely awareness and understanding of what is 
expected. 

A well designed policy portal is:
· INTUITIVE It is easy to use and provides an 

engaging experience for employees to learn 
and interact with policies.

· ADAPTIVE It adapts to changes in the business, 
regulatory environment, and employee context to 
provide up to date relevant information when and 
where it is needed.

· PERSONAL It allows employees to customize and 
organize what is relevant to them, provide 
feedback to management and share things they 
find useful with other employees.

· ACCESSIBLE It is optimized for mobile and tablet, 
and also viewable via laptop and workspace 
interfaces so it is always there when needed. 

The interactive policy experience is only relevant if the policies themselves remain relevant. 
Organizations need to have a policy management lifecycle to develop and maintain policies 
in the midst of changing business, risk, and regulatory environments.

POLICY PULL

I'll send an alert out to the sales team 
to read and attest understanding of 
this new sales policy.

I'll check the gift policy to
see if I'm at risk of violating it. 

UNIFIED

· The portal is a one stop shop for   
 policies, training, reporting and   
 guidance

· Policies are connected to related   
 procedures, training, definitions 
 and help links

· Changes in policy needs, updates  
 and flags for attention are   
 automated based on detected   
 changes in role, requirements and  
 activities

RELEVANT

· Policies are organized and   
 presented based on employee   
 role, activities, location and   
 business unit and changes are   
 automated

· The most critical “need to know” 
policies are easy to find

· Users customize personal 
libraries and can track their own 
policy related tasks, gaining merit 
badges for completion

INTERACTIVE

· Understanding is increased   
 through embedded media,   
 games and scenario enactments

·  Pop-ups or links provide access   
 to definitions & resources

· Alerts, notices and reminders 
 are automated

SOCIAL

· Employees can share policies and  
 provide feedback to managers

· Questions are answered by a   
 variety of methods

· Employee avatar is linked to   
 badges and progress in policy   
 tasks

POLICY PORTAL

MY POLICY LIBRARY >

POLICY QUESTIONS >

COMPANY POLICIES >

POLICY ALERTS >

TASKS >

MY TRAINING >

COMPANY POLICY PORTAL
home > my policy portal

MY POLICY
QUESTIONS >

POLICY
ALERTS >

MY
TRAINING >

ALL COMPANY
POLICIES >

MY
POLICY
LIBRARY >

OUTSTANDING
TASKS >

We've changed our business 
strategy so this policy isn't 
relevant anymore; let's retire it.

We are getting a lot of 
questions on this policy.
We need to figure out why. 

Regulatory changes have been 
addressed in the updated policy

KEEPING POLICIES RELEVANT

PUBLISHED & 
APPROVED
COMPANY
POLICIES
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Take the Pain out of Policy Management

Policies are a critical piece of risk and compliance 
management, but they are pointless if they aren’t easy to 
access, understand and use at the exact time they are needed.

The risk of poor policy management is too great to ignore, from 
exposure to lawsuits to data breaches. It’s critical that staff have 
easy access to a central policy portal that becomes the single 
source of truth for organisations. 

Equally, the portal must be tamper-proof to provide the 
“evidential weight” to protect your organisation from brand 
degradation or reputational threats in the courtroom.

Managing policies and maintaining compliance should 
be simple. 

Powerful Policy Management 

Be Efficient, Effective and Agile 
When it Comes to Policies

Minimise the effort and cost of policy management
Automate your policy lifecycle
Increase policy participation and adoption
Provide reporting for Auditors and Regulators with one click
Increase staff knowledge of threats, risks and controls
Mitigate the risk of financial sanctions and reputational damage

Experience Best in Class Compliance Training
“MetaCompliance has allowed us to distribute our security policies and evidence that our staff have 
read and accepted them in an efficient and cost effective manner. As a result, we have increased our 
security posture and made significant progress towards becoming PCI compliant.”
- Geoffrey Lloyd, IT Information Security Analyst, JD Williams.

MyCompliance Cloud is an integrated policy and learning 
management solution that allows organisations to engage 
staff and obtain employee attestation to key policies.

Be Efficient, Effective and Agile 
When it Comes to Policies

Minimise the effort and cost of policy management
Automate your policy lifecycle
Increase policy participation and adoption
Provide reporting for Auditors and Regulators with one click
Increase staff knowledge of threats, risks and controls
Mitigate the risk of financial sanctions and reputational damage

Experience Best in Class Compliance Training
“MetaCompliance has allowed us to distribute our security policies and evidence that our staff have 
read and accepted them in an efficient and cost effective manner. As a result, we have increased our 
security posture and made significant progress towards becoming PCI compliant.”
- Geoffrey Lloyd, IT Information Security Analyst, JD Williams

Policies are a critical piece of risk and compliance management, but 
they are pointless if they aren’t easy to access, understand and use 
at the exact time they are needed.

The risk of poor policy management is too great to ignore, from 
exposure to lawsuits to data breaches. It’s critical that staff have 
easy access to a central policy portal that becomes the single 
source of truth for organisations. 

Equally, the portal must be tamper-proof to provide the “evidential 
weight” to protect your organisation from brand degradation or 
reputational threats in the courtroom.

For more information, visit:
www.metacompliance.com

“ “

MyCompliance Print layout.indd   1MyCompliance Print layout.indd   1 8/4/20   12:22 PM8/4/20   12:22 PM



This illustration details how policies are only effective if individuals are aware of them, committed to them, and expectations 
understood. In today’s legal climate, having an audit trail of when policies were communicated, when individuals were trained, and 
when individuals acknowledged their understanding of them is critical to defending the organization.

How to build a communication and awareness plan on policies
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ELEMENTS OF DEFENSIBLE AND EFFECTIVE
POLICY COMMUNICATION AND TRAINING

The policy communications team 
is accountable for establishing 
and ensuring the success of the 
communication and training plans.

ESSENTIAL ELEMENTS OF A
COMMUNICATIONS PLAN
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Integration Visibility Global Reach Availability
Technology integrates policy 
training and communication 
with other compliance 
program components like HR 
systems for holistic record-
keeping and data analysis.

Technology permits
 permissions-based and 
enterprise-wide visibility on 
demand.

Technology delivers the 
correct version and 
language seamlessly.

Technology allows policies to 
be accessed, consulted, 
updated and managed 
without the confusion of 
email clutter.

THE BENEFIT OF TECHNOLOGY

Utilize technology as the backbone to implement and measure the 
effectiveness of your policies and your communication plans.

0

DATA
TECH

ACCESSIBILITY
Develop each policy training 
program to be accessible, 
understandable and actionable by 
all groups.

AUDIENCE
Write the communication and 
training plan to meet the unique 
needs of each target group.

STAKEHOLDERS
Collaborate with and enlist the 
support of internal stakeholders 
across the business.

MEASUREMENT
Decide on metrics that will 
constitute 'success' for each 
phase of the communication 
process.

RESOURCES
Assign the appropriate people, 
budget and other resources to 
ensure communication goals 
are met.

ALIGNMENT
Align communication and 
training strategies with the 
corporate culture. Gain support 
of executives and management.

GOALS
Define specific communication 
goals and strategies for 
distribution, certification and 
training for each policy.

Defending the organization in legal and 
regulatory actions requires that 
a 360 degree view of the history of the 
policy, interactions with the policy, and 
policy communications be accessible 
with defensible audit trails.

ACCESSING PAST RECORDS

Effective policy and training programs 
can pinpoint, by individual, the version of 
a policy that was communicated and the 
communication/training activities 
surrounding that version. 

VERSION (DATE, TIME)
1 32

76

4

5 8

Communication plans should include 
how to ask questions on policies and 
request exceptions. Effective programs 
include ways to document, approve and 
periodically evaluate questions and 
exceptions in order to update policies 
and/or identify emerging risks. 

QUESTIONS & EXCEPTIONS

!

To defend itself and validate an effective 
compliance/policy program the 
organization should be able to have a 
complete historical record of policy 
communication and training.

SYSTEM OF RECORD

To ensure understanding, the organiza-
tion should test comprehension on 
critical/high-risk policies to ensure that 
they have been properly communicated 
and understood.

TESTING UNDERSTANDING

Communication is never complete.  
Repetition using different methods and 
tones can increase understanding and 
compliance.

REPEATABLE CYCLE

QUESTIONS TO CONSIDER

Is it relevant?

Is it timely?

What level of 
training and 

communication 
is appropriate?

What records are 
necessary to show 

that training and 
communication 

took place?

Will those with 
disabilities and 

differing language 
needs understand?

Why does it 
matter?

Do people understand?
Does it adhere to the 

code of conduct?

Are adequate
resources in place? How do we

measure success?

M
O

N
IT

O
R

&
R

EV
IEW

DISTRIBUTE

DISTRIBUTE & CERTIFY

DISTRIBUTE, 
CERTIFY & TRAIN

ONE

TWO

THREE
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GREATER ACCESSIBILITY =
DEEPER ENGAGEMENT
Roles	and	activities
Policies and related training are organized and presented to 
policy users according to their job roles and responsibilities. 
When an IT manager clicks the “My Policies” tab in a policy 
portal, he should see different content than what the sales 
VP of the EMEA region views when she clicks the same tab.

Languages
Policy users should receive communications and training 
in their workplace’s primary language. Larger global 
companies may need to publish policy content in 20 or 
more languages.

Jurisdictions
In addition to publishing global policies on regulatory 
compliance requirements, many organizations tailor 
several different versions of a single master policy due to 
nuances in how different regulatory regimes interpret and/
or enforce the requirements—or given the fact that risks 
may be signifi cantly higher in some countries or regions. 
A large bank may need to have several versions of a policy 
related to anti-money laundering (AML) regulations. 

Device
O’Brien notes that policy users access information on a 
range of different devices. As such, policy communications 
and training content should be consumable on desktops, 
laptops, smartphones, tablets, and more. In some 
industries and companies, some employee groups 
are not assigned any computing devices. In this case, 
policy management teams should install other delivery 
mechanisms. A manufacturing company may set up a 
kiosk to deliver training to deliver content to workers on the 
shop fl oor, for example. 

Individual	preference	and	needs
Some policy users are visual learners, in which case video-
based training is more effective from an engagement 
perspective; others may be visually impaired and require 
large-text training documentation supplemented with audio 
content. Policy management systems and policy portals 
should be customizable to address the unique needs and 
preferences of the audience. 

As more companies migrate to cloud technologies 
and cloud services, it is also important for policy 
management professionals to recognize and address 
the need to disseminate more policy communications 
(and, sometimes, training) to third parties—and, in a 
growing number of instances, to fourth and fi fth parties 
(i.e., your vendor’s vendors). GDPR compliance hinges on 
a company’s ability to protect customer data regardless 
of whether it resides in-house or on the server in an “nth 
party.” This trend elevates the need for policy management 
professionals to collaborate with the procurement function 
and, in a growing number of companies, third party risk 
management groups. Similarly, it is important to recognize 
that a growing number of non-full-time employees—

a group that includes part-time employees, contingency 
and contract workers, and gig workers—are also members 
of the expanding audience that policy management 
professionals need to understand and address.

EVIDENTIAL HEFT
In addition to optimizing the effectiveness and effi  ciency 
of the policy management lifecycle, supporting 
technology should provide what O’Brien describes as 
“evidential weight.” The centralized policy management 
system should enhance the defensibility of policy 
communications and training efforts in situations where 
the organization is taken to task by regulatory or legal 
authorities for alleged violations. 

“It’s about creating a situation where you can prove that 
you actually took specifi c actions on specifi c dates,” 
O’Brien continues. “Trying to do that in a manual system 
is impossible. Trying to do it with a solution that does not 
have evidential weight embedded into its technology is also 
extremely diffi  cult, if not impossible.”

A policy management system should allow HR, compliance 
and legal executives to quickly and easily access past 
records of all policies and updates to those policies and 
then pinpoint the dates that policies were communicated 
to employees; training activities that were completed; 
and tests of training comprehension were completed by 
employees and other stakeholders.

NOW PRESS REPEAT
Many policies require regular updates because the risks, 
regulations, and external business conditions addressed 
within these policies continually change. Those changes 
can also eliminate the need for individual policies, elevate 
the importance of awareness and training efforts for other 
policies, or require the creation of new policies.

As such, the communications and awareness plan—as 
well as the way policy management professionals engage 
audiences—needs to adapt and change in response. The 
plans and methods may also need improvements due to 
low training comprehension metrics or based on input from 
policy users (another important type of interactivity that a 
policy management system should support).

The fl uid nature of policy management explains why 
O’Brien advocates for a “repeatable cycle,” when it comes to 
building awareness campaigns and engaging employees. 
“Communications never end,” he adds. “They can always 
become more effective.” Extending their reach to the front 
lines in an engaging method represents a sound way 
for policy management professionals to increase their 
effectiveness.

Plan to Engage Continued from Page 11
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SWITZER: New Financial Crimes Enforcement Network 
(FinCEN) rules on customer due diligence came into force 
in May this year, adding new obligations for banks to 
ensure that they know who their actual customer is—what 
is commonly known as the ultimate beneficial owner or 
UBO. Why was it necessary for FinCEN to spell out this 
requirement at this time? Why were existing know-your-
customer (KYC) rules insufficient? Are there changes in 
Europe as well?

SWITZER: People want to know what preparatory 
steps to take when they are looking to mature policy 
management. Let’s start by talking about the need to 
understand the current state of policies. We need to know 
what policies are out there, what they address, and whether 
they were issued by someone with authority to do so. What 
is the biggest challenge in getting that information? 

RASMUSSEN: A huge challenge is just finding all of the 
policies. Sometimes you’re going to find different versions 
of the same policy with the current version in one portal 
and older versions of the policy in other locations. So, the 
first part of the process is to determine all the portals, file 
share sites and other places policies reside. Once you find 
them all, then you can begin to look at who authored them, 
the templates being used, if any, and how consistent they 
are in style and language.

SWITZER: Yo, you’ve mentioned the challenge presented 
when people act in accordance with what they believe to 
be policies, but you can’t find them stored anywhere other 
than in people’s brains because they aren’t formal,  
written policies. How can we go about finding what I’ll call 
shadow policies?

MCDONALD: Yes, too often people adopt a way 
of doing things associated with a business process 
without documenting it or recognizing that it ought to 
be a documented policy or procedure. For example, in 
the European privacy scheme, GDPR, there are a lot of 
implications about the way business processes work 
with respect to the privacy of data. Not everybody in the 
business may be aware of the obligation of a particular 
regulation, and as a result may have a repeatable process 
in place that isn’t documented as a procedure tied to a 
policy. As you are inventorying policy information, you 
need to ask about and distinguish between what is a policy 
and what is a related procedure, but also what are those 
shadow procedures or policies. 

SWITZER: Assume you’ve been able to collect all of the 
policies and you find you have thousands of them that you 
now need to sort and analyze. That is not an easy task. Can 
technology help you to do that? And then, how do you then 
go about prioritizing what needs to be addressed first? 

MCDONALD: You can use tools like eDiscovery 
software when you’re doing an inventory. You start with 
gross categorization of types of policies by subject area, 
such as privacy or anti-corruption, and as you interview 
stakeholders, you’ll ask them what their key business 
processes are. So, it’s pretty easy to tag, through mappings, 
where a policy resides in a general information architecture 
or taxonomy of policies.

MCDONALD CONT’D: What you’re really trying to 
do is organize which policies need refreshment most 
immediately. And those policies that are associated with 
high risk business processes or critical business processes 
should at least be reviewed on the first pass. If there are 
regulatory changes coming down the pipe, that may trigger 
an impact assessment of what policies need to change to 
be compliant. 

For mapping, you need to decide how deep you are going. 
Are we going to map the policies at the citation level to 
parts of regulations or just at the top regulation level? Are 
we going to map policies to international standards like 
ISO? You can’t do everything at once, but the first pass 
should at least look for the highest-level risks. What you’ll 
typically find, even if you have 20,000 policies spread 
around your operations, is probably 15 or 20% need 
immediate attention. 

RASMUSSEN: Keep in mind, when you go through this 
process you are going to find a lot of rogue policies. One 
financial services firm that I interact with said that it found 
that one of their divisions had an unauthorized anti-money 
laundering policy because they didn’t like the official one. 
I’m interacting with a large retailer right now where any 
store manager can write a document and call it a policy, 
which puts a legal duty of care upon the retailer. They are 
cracking down and saying if you find anything that is not on 
the policy portal in the approved template, report it because 
it’s not an official policy of the organization. They’re creating 
a culture to combat rogue policies.

SWITZER: Let’s move on to how you determine 
the current methods of policy management. How do 
you gather information about each stage of policy 
management? 

RASMUSSEN: So that’s going to get into understanding 
which departments are issuing and managing policies 
and then finding documentation or asking questions 
about any protocols they have in place. Do they have 
policy development authorization and to what extent? 
When they’re writing the policies, what type of language 
and style guides and templates are they using, if any? 
What technology or manual methods are they using to 
publish and deliver policies? How do they make decisions 
about the level of training required on each policy for each 
person? You need to use a mix of methods to gather 
all of the needed information about every stage of the 
policy management lifecycle, including document review, 
interviews, and informal discussions. 

SWITZER: The final piece is analyzing the technology 
in use and figuring out what to keep, what to trash,  
what to combine or tie together with a central system. 
What are the key steps for analyzing your current and end 
use of technology?

MCDONALD: A company might have multiple SharePoint 
sites and a few different policy portals that may be 
unknown to the centralized corporate compliance group. 
Doing an inventory of systems is key. You may have a 
departmental system that is actually fit for purpose across 
the entire enterprise. Regulators love enterprise systems 
and they want to see consistency. So rather than allow a 
siloed departmental approach with different taxonomies 
and information feeds that are extremely hard to roll up 
into a clear picture, go for a common platform and a single 
source of the truth. 

You’ll want a policy management platform that will take 
you into the next decade. For example, imagine a policy 
portal where I’ve got just the policies that matter to me on 
my dashboard. I’ve got a right rail that says what my tasks 
are, what I have to attest to, what training is outstanding. 
I have a place to ask questions. I should be able to access 
my dashboard on my mobile phone as well. 

You really need to look at your planned future state and  
see what you can leverage that you already have. Decide 
what to retire and replace and then choose a vendor that 
has a ramp program that can help you lay out your use 
cases by each of the business units and decide what’s 
crawl, walk, or run to make sure that the rollout and 
adoption is full and vital. Then you can get the business 
value that you anticipate. 
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Preparing for Policy Management Change
This illustration outlines the steps to take and items to consider when undertaking a policy management 
improvement project. Before implementing changes, you need to understand where you are and where you 
want to be. Undertaking the change project in stages or by departments may make for a smoother transition. 
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Select team members who can help to define the 
current state and analyze what should change.

Establish methods for understanding current 
policy management and collecting all existing 
policies for review and standardization.

Review and approve each policy to be kept 
before applying standardized templates. 
Assess all technologies and methods used for 
policy management. 

TO CONSIDER:
Organizational culture

Organizational structure

Current state

Desired state

POTENTIAL CANDIDATES

LEADERSHIP TEAM + ROLES

TECH DATA

IDEAL FUTURE

POLICIES

ASSIGN ROLES FOR TASKS
• Leadership committee with authority
• Drafting questionnaires and surveys
• Conducting interviews
• Reviewing gathered information
• Assessing technologies
• Change communication and management

IDEAL FUTURE

POLICIES

• Collect all items called or considered to be policies
• Identify where they are stored
• Determine if there are any undocumented policies being applied
• Determine who issued each policy and if they had authority
• Sort into buckets by defined risk levels for   
 objectives/requirements addressed

POLICIES

• Risk-rank policies based on related objectives
• Starting with higher risk buckets, sort by status –   
 valid, revise, retire
• Identify obsolete/incorrect policies for change
• Identify conflicting or duplicative policies for correction
• Map each remaining policy to –objective/risk,
 author and owner, procedures/controls, training
• Prepare all policies using defined templates

POLICY MANAGEMENT

• Collect any guidance/rules about policies
• Identify who has been issuing policies and determine 
 grant of authority (if any)
• Determine how policies are being maintained, stored currently
• Determine roles and departments responsible for  training and   
 communicating on policies and how decisions are made about  
 level of training required, training content, delivery, etc.
• Determine who is responsible for tracking internal and external  
 changes that impact each policy
• Identify any systems used to manage policies and review   
 contracts to determine obligations and cancellation terms 

TECHNOLOGIES

• Identify duplicate installations of systems and assess usage
• Identify overlapping usage for same/similar needs 
• Catalog all contracts with dates of expiration, cancellation
 rights, owners
• Determine what to consolidate, what to drop, what to add, etc.
• Consider any provided preparation requirements for change
 of technology
• Establish schedule and coordinate with affected areas 
 of the business

Standardize templates and procedures for the 
policy oversight committee to use when putting 
existing and future policies into the selected 
technology based on management requirements 
defined for the organization.

OBJECTIVES

ALWAYSSHALTTHOU

CONTENTS

POLICIES

• Set out a Policy on Policies applying going forward
• Define who has authority for each type or subject of 
 policies and each stage of the lifecycle
• Confirm template for standard policy style
• Establish schedule for conforming policies to template 
 and risk ranking for communication/training requirements  
 (note: not all must be changed before final management  
 technology is implemented)

POLICY MANAGEMENT

• Authorize a policy oversight committee and leader
• Define mapping requirements (objectives, requirements,   
 procedures, controls, owners)
• Determine technology to keep/retire/integrate
• Identify areas that are more ready for change and those with   
 high risk priority when scheduling implementation
• Coordinate with other activity schedules 
•  Assign authority for ongoing review and re-consideration
•  Establish policy attestation and exception management plans 

Analyze and Streamline 
Current Policies & Tech Usage 

Establish Standardization and
Procedures to Follow

Identify the
Current & Future State

Establish the
Change Team

• Surveys
• Interviews
• Audits

• M/A due diligence review 
• Walk-arounds
• IT reports and searches

INFORMATION GATHERING TECHNIQUES

Use a variety of methods. 
Often one method is not enough to get all the facts.

Lorem ipsum
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SURVIVAL OF THE FITTEST: POLICY 
MANAGEMENT’S PLACE IN THE GRC 
ECOSYSTEM
In 1993, Academic James Moore authored a Harvard 
Business Review article introducing the concept of the 
“business ecosystem.”1 Moore, a leadership expert who 
studies changes in large-scale systems, defined his new 
phrase as “an economic community supported by a 
foundation of interacting organizations and individuals – 
the organisms of the business world.” 

In the ensuing decades, the analogy expanded beyond its 
original description of external marketplace dynamics to 
make sense of the inner workings of organizations—their 
integrated networks of business activities, structures 
and technology that form a symbiotic system of mutual 
support and co-development. 

Through that organizational lens, Moore’s ecosystem 
model remains just as relevant today, especially when 
applied to the complex nature of GRC. While discrete 
governance, risk management and compliance structures 
comprise the foundational elements of organizational 
resilience, policy management fulfills a crucial connective 
role by integrating and constantly interacting with all GRC 
activities to ensure they are performed in a standardized 
and unified manner. 

I recently discussed the need for defining a complete GRC 
ecosystem with Mike Rost, Vice-President at Workiva, a 
leading GRC solution provider. He noted that without an 
integrated GRC ecosystem, an organization cannot act 
with the agility, resiliency and confidence it needs to thrive 
in today’s complex business environment. 

Rost went on to say that without a fully GRC-integrated 
policy management program, the efficacy of governance, 
risk management and compliance activities are at risk 
of unexpected culture and control detours, taking on 
unacceptable risk exposures and compliance failures.

1 “Predators and Prey: A New Ecology of Competition,” by James F. Moore, 
Harvard Business Review, May–June 1993 Issue: https://hbr.org/1993/05/
predators-and-prey-a-new-ecology-of-competition. 

“Without an integrated GRC ecosystem, an organization 
cannot act with the agility, resiliency and confidence it 
needs to thrive in today’s complex business environment”

THE BIOLOGY OF BUSINESS
Any assessment of an organization’s GRC ecosystem 
begins by identifying the various parts of the business that 
share an environment and how those areas can interact for 
the greater good of all stakeholders. 

In a biological ecosystem, no organism can exist in 
isolation. Each will have many different interactions of 
different types that contribute to the life of the organism 
and to the well-being of the ecosystem overall. The 
same holds true in the GRC ecosystem, which hosts 
countless interactions that are critical to driving the overall 
health of the business. Consider the professionals who 
specialize in different roles, the processes they operate 
and the technology they use—unless those ecosystem 
participants share current GRC information regarding 
changes in governance structure, risk appetites, regulatory 
requirement and the like, the business cannot survive. 

The GRC ecosystem also connects all aspects of high-level 
objective-setting, strategic planning, and the numerous 
mechanisms through which those plans are executed 
throughout the business in pursuit of stated objectives. 
Those mechanisms include all business processes (e.g., 
risk management, workforce management, sales, etc.), 
supporting technology systems, individual decisions, and 
interactions, and more. 

Within the GRC ecosystem, the role of policy management 
is to help ensure that all of the organization’s processes, 
technologies, decisions, and behaviors are conducted 
within the guardrails that GRC requirement provide, 
notes Rost. Current policies (an important qualifier given 
that policies change in response to changing business 
and regulatory conditions) support and guide leaders, 
managers, and professionals in their daily work. Providing 
this support requires policy information to continually flow 
throughout the GRC ecosystem while ensuring that all 
employees receive the right level and volume of relevant 
policy information.

[POLICY MANAGEMENT ILLUSTRATED EBOOK] The Centrality of Policy Management 

Where Policy Management Fits in the GRC Ecosystem

5 CRUCIAL CONNECTIONS
A GRC ecosystem begins with a central focus on the 
objectives of the organization. It expands to include 
continual monitoring of the internal and external business 
environments to identify possible threats to the objectives 
as well as opportunities that may arise. The ecosystem 
further expands to include the business operations and 
what those operations due to meet the objectives while 
mitigating risks. This activity is supported by a number of 
business units or activities that help keep the organization 
on track to meet its objectives while addressing the 
uncertainty from risks and staying within the boundaries 
– both mandatory and voluntary – of acceptable conduct. 
These supportive parts of the GRC ecosystem include 
human resources, communications, and training, legal, 
finance, change management and related areas. 

Various types of technology are also part of the GRC 
ecosystem and must be connected with each other in 
a way that enables the sharing and use of consistent 
information. These systems include applications that 
identify and track outcomes for objectives, monitor and 
assess risks, maintain budgets and requests for resources, 
track employee responsibilities and related access rights, 
and train employees on requirements and procedures. 

Policies are statements that guide conduct to support the 
achievement of the defined objectives. They also provide 
the framework for the establishment of specific procedures 
that are implemented throughout the organization. In this 
way, policies connect all aspects of the GRC ecosystem. 

Rost	suggests	five	important	connections	that	must	be	
present	for	an	effective	policy	management	program.	
When these types of connections are present, a GRC 
ecosystem becomes more integrated with policy 
management. That connectivity helps all members of 
the ecosystem collaborate in ways that strengthen GRC 
capabilities, making the organizational organism more 
agile, more resilient and more confident in its ability to 
achieve its objectives.

1.	 Objectives 
Policies must be mapped to the objectives they support. 
Changes in objectives or strategies should trigger 
notifications to policy owners calling for reviews and 
potential revisions.

2. Systems 
The policy management system must be connected 
to systems that track internal and external changes to 
determine when those shifts necessitate a change in policy 
and procedure, or even a change in objectives. While a 
change in procedural fraud prevention regulations would 
naturally require a change in policy, a steep and sudden 
economic downturn might require a similar policy change 
(because some sales professionals could become more 
likely to engage in bribery while struggling to meet their 
targets in the a challenging selling climate).

3. Risks 
Policy management must connect with risk management 
systems. As risks become more significant, or as new risks 
arise that threaten the achievement of objectives, policies 
should change in response. A higher-level risk to a critical 
objective may necessitate a policy that addresses certain 
forms of conduct and that is accompanies by new training 
requirements. The policy management structure should 
quickly identify risk assessment changes that require these 
types of modifications. 

4.	 People 
Policy management must connect to human resource 
systems to identify when individuals begin new roles or 
move on so that appropriate communications on relevant 
policies can be delivered. To be clear, employees should 
only receive policy information and any related training that 
are relevant to their roles and activities. Mapping policies 
to the specific tasks assigned to each role helps optimize 
the effectiveness, efficiency and timeliness of policy 
communications.

5.	 Compliance 
Policy management must connect with other compliance 
aspects of the GRC ecosystem. Investigations and 
enforcement activities require the ongoing maintenance  
of a complete history of policy and procedure changes  
over time. Compliance actions and/or other civil lawsuits 
often allege non-compliance with regulations and  
policies that were in force sometime in the past. Having 
a complete record of policy changes, and concurrent 
changes to communication and training, is necessary to 
mount a stout defense. 

By Carole Switzer, Co-Founder and President, OCEG



This illustration demonstrates how policy management is central to the GRC ecosystem and must be integrated with all governance, 
risk management, and compliance structures and activities. Policies have a corresponding impact on the integrity of the organization 
and what OCEG refers to as Principled Performance. 

Where policy management fits in the GRC ecosystem 

GRC is the integrated collection of capabilities that enable 
an organization to demonstrate Principled Performance by: 

   ·  Reliably achieving objectives 
   ·  Addressing uncertainty 
   ·  Acting with integrity 

Policies are critical to all three elements of GRC for the 
organization. Defining appropriate policies requires 
understanding the current and changing contexts of the 
organization.

RISK ASSESSMENT

IMPACT

LI
KE

LI
H

O
O

D

IDENTIFIED POLICIES

PRINCIPLED PERFORMANCE

STRATEGY

MISSION

VISION

VALUES

PROCESSES ROLES

INTERNAL
CONTEXT

EXTERNAL
CONTEXT

WORKFORCE
CULTURE

RISK
TOLERANCE

TRAINING AND 
COMMUNICATION

STRATEGIC AND
OPERATING PLANS

GOVERNANCE
AND TONE

THIRD PARTY
RISKS AND

PERFORMANCE

REQUIREMENTS 
AND

CONTROLS

CONTROLS

011100
111001
010100

TECHNOLOGY
ADVANCEMENTS

INDUSTRY
PRACTICES

MARKET DEMANDS

EXTERNAL
STAKEHOLDER VIEWS

ECONOMICS / 
GEO-POLITICS

REGULATORY & LEGAL
ENFORCEMENT

SOCIETAL /
ENVIRONMENTAL 

STANDARDS

MARKET DEMANDSMARKET DEMANDS

EXTERNALEXTERNAL
STAKEHOLDER VIEWSSTAKEHOLDER VIEWS

ECONOMICS / ECONOMICS / 
GEO-POLITICSGEO-POLITICS

©2019 OCEG, Contact support@oceg.org for comments, reprints or licensing

DESIGNED BY: SPONSORED BY:

OCEG POLICY MANAGEMENT ILLUSTRATED SERIES

COMPLIANCE

RISK MANAGEMENT

GOVERNANCE

POLICY
MANAGEMENT

HUB

Policies define the organization’s 
governance structure, culture, and 
behavior to reliably achieve objectives. 
Without good policy as a guide, 
corporate culture and control morphs, 
changes, and takes unintended paths.

Policies that are understood 
and followed develop a culture 
of compliance and integrity. 
Policies establish how an 
organization meets its 
obligations and commitments 
and how it will stay within 
legal, regulatory, and 
contractual boundaries. 

The line of business from operational 
management down to the front-line employees 
(e.g., accounting, sales, operations) need to be 
aware of, understand, and apply policies to 
their business context. Policies are only 
effective if they are accessible and followed at 
all levels of the organization.

POLICY PROCESS

These policies need to be 
current with change in the 
business and risks . . .

POLICY PORTAL

REVIEW
DOCUMENTS >

ACTIONS
LOG >

TRAINING >POLICIES > COMPLIANCE >

Back-office GRC functions are tasked with 
keeping policies current and relevant to the 
business in context of changes in the business, 
risk, and regulatory environments. Policies need 
to be appropriately written, effectively managed, 
and monitored throughout the business.

Audit provides assurance to executives and 
stakeholders that policies are appropriately 
managed and kept current by the 2nd line of 
defense, and that they are clearly understood 
and followed by the 1st line of defense, and that 
internal controls related to policies are effective 
and operational.

Here is the policy 
I was looking for.

This policy aligns with the 
changes in business 
strategy and regulation.

POLICIES & THE 3 LINES OF DEFENSE
1st Line of Defense – The Business

2nd Line of Defense – Back-Office of GRC

3rd Line of Defense – Audit/Assurance

STRATEGIC ANDSTRATEGIC ANDSTRATEGIC ANDSTRATEGIC AND
OPERATING PLANSOPERATING PLANSOPERATING PLANSOPERATING PLANS

POLICY MANAGEMENT

POLICIES IN THE CONTEXT OF GRC

Policies address uncertainty 
– there would not be a policy 
if there was not a risk of 
exposure to uncertainty. 
Policies are risk documents 
that establish risk 
responsibility, 
communication, appetites, 
tolerance, boundaries, 
controls, and risk ownership. 

When fully integrated into the GRC 
ecosystem, policy management 
benefits from timely notification 
about changes throughout the 
organization that may demand 
policy issuance or revision. The 
organization benefits from  
standardization of policy 
development, distribution, 
enforcement, and review. This 
enables better selection of other 
internal controls, accurate 
reporting, and  more efficient use 
of resources.



This illustration identifies how a strong process using artificial intelligence/cognitive technology supports the 
monitoring of changes to the business, regulatory, and risk environments and the determination of how such change 
might impact current and needed policies.

Monitoring for change that impacts policy
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Identify content sources internal and 
external to the business to keep current 
on change that impacts policies

Develop a risk and obligation taxonomy 
that establishes the categories of 
change that impact policy

Establish subject matter teams to 
provide initial review of changes before 
routing identified changes that can 
impact policies to the business

Assign subject matter experts to each 
category of the taxonomy with 
responsibility to track changes and their 
impact on policy

Map policies to the taxonomy so that 
when a change is identified the subject 
matter expert knows what policies to 
evaluate

Use technology to route changes to 
the subject matter expert and track 
accountability and follow-through

Implement a standard business impact 
analysis process to determine when a 
change indicates that a new policy 
should be created or an existing one 
updated

Integrate the change monitoring 
process, policy management, and 
enterprise GRC processes with
technology to provide integrated 
workflow of information and analysis, 
ensuring that nothing slips through the 
cracks

3 DETERMINE ACTION
Determine if a new policy should be written, an 
existing policy updated, or if no change is required 
and identify projects to bring the organization in line 
with updated or new policies.

1 ROUTE INFORMATION
Log the change to the proper subject 
matter expert, who vets the A.I. 
analysis of change, and may route it to 
further analysis.

Artificial Intelligence/Cognitive 
GRC technology enables the 
change tracking and monitoring 
process by integrating information 
and content sources. It also 
analyzes contextual impact of 
change and automates and tracks 
workflow, accountability, and 
further analysis of changes that 
impact policies.

2 BUSINESS ANALYSIS
Subject matter experts and the business 
conduct an impact analysis to determine 
how the change impacts the organization 
and its policies.

Internal Risk/Business Change
Monitor changes to the internal environment to identify how 
changes to strategy, mergers & acquisitions, processes, 
technology, business relationships, and employees affect 
policies.
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environment to determine how pending 
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policies.
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affect policies.
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SWITZER: Let’s start by looking at who needs to be 
involved in policy enforcement and designing the plans for 
how we will deal with enforcement needs. What are some 
of the primary involved roles and their tasks? 

RASMUSSEN: A lot of enterprise policy management 
strategies are led by corporate compliance and ethics 
to ensure that policies are followed and to maintain 
the integrity of the organization. Legal has the role of 
interpreting laws and regulations in the context of the 
organization and understanding the impact on policies, as 
well as conducting investigations. It’s the role of internal 
audit to provide independent assurance that policies are 
being followed. Human resources engages employees on 
policies with proper training and communication. HR also 
is involved in some investigations. 

But then you also have the lines of business where policies 
are lived and breathed. That’s where enforcement really has 
to happen so that the teller at the bank knows what to do 
when cash looks counterfeit or there seems to be money 
laundering activity. Enforcement starts at the front lines 
of the organization where those risks are encountered. 
Multinational companies get a lot more complex because 
those tasks can be spread across different divisions and 
subsidiaries. You might have each role multiple times in a 
large global organization. Smaller organizations still have 
all those roles, but they might be held by people wearing 
multiple hats. 

SWITZER: The issue of identifying non-compliance in the 
first place is a starting point for enforcement. You might 
identify non-compliance by a report that comes into a 
hotline or directly to a supervisor, but what are some other 
ways that you might detect non-compliance?

O’BRIEN: One key source for identifying non-compliance 
comes from exception requests. I think that you should 
invest some time in defining what the likely exceptions 
are going to be and what shouldn’t be allowed. You’ll find 
groups of individuals who are trying to game the process 
by getting an exception. With an automated system it 
is much easier track reported incidents and exception 
requests so you can see more clearly how well a policy is 
working and determine if perhaps the policy needs revision. 
Internal audit can act as an early warning system by 
identifying situations that if not managed could become a 
major liability to the organization. 

SWITZER: If a manager says, “we can’t enforce this gifts 
policy against Kristin because she’s our best salesperson 
and I don’t want to discourage her” that does not sound like 
an allowable reason for an exception. How do we ensure 
that there isn’t a conflict of interest in the person who is 
actually granting the exception?

O’BRIEN: Something ragingly successful is to create two 
very short pieces of training at the beginning of your overall 
strategy. One is for managers, explaining how to deal with 
exceptions. The second is training on policy management 
within your organization for staff, so that they understand 
what you’re trying to achieve. That simple piece of training 
at the beginning it’s often overlooked.

SWITZER: Michael, I want to come back to you to 
start talking about policy enforcement in the extended 
enterprise. To what extent can we impose policies on our 
third parties? And just because we can, should we?

RASMUSSEN: We definitely should, the question is 
to what extent. One Fortune 100 company I work with 
requires one person from each of the tens of thousands of 
facilities that serve them to go through their supply chain 
code of conduct training. Now I’m talking to one global 
European bank that’s carrying that even much further. 
They’re looking at their data centers, where most of the 
people are not employees. They’re primarily outsourcers 
and service providers but they are looking at requiring every 
individual to go through training on their relevant policies. 

How do you manage that in an extended enterprise?  
I mean, how do you coordinate your policies that  
you’re imposing on a particular third party with the  
contract that you have with that third party, for example, 
are these managed.

SWITZER: Let’s look at another challenging situation. 
How do you address policy communication and training 
when there is a merger or acquisition situation?

O’BRIEN: This is one of the most difficult areas of policy 
management. When you have mergers and acquisitions, 
they often resulting in having different technology systems 
in different aspects of your organization. On top of that, 
you have different policies which may conflict, multiple 
policy structures and different policy teams. I’ve seen a 
policy initiative lose 12 months while a team is trying to 
solve some legacy infrastructure problem. An intervening 
acquisition can only cause further delay.

SWITZER: For all these challenges, how can  
purpose-built technology for policy enforcement can  
make a difference?

O’BRIEN: The single best thing about having automation 
is that you have a single source of truth. When people know 
that there is a systematized and consistent approach to the 
rules, to the way that the organization does its business, 
they respond much more positively. People forget that 
policies last for a long time and don’t change an awful lot. 
The changes that are required are really important and 
having an automated system to manage the delivery of 
those changes to the right people at the right time is very 
helpful, especially when you consider the volume of policies 
across the organization. 

In the absence of automation, multiple people would be 
required to manage what is basically a nonproductive 
business activity. The biggest benefit that come from this 
workflow is that you automatically get the revision control 
that is lacking from file shares or other manual approaches. 
When there is an incident or a situation where you have to 
defend yourself, the audit reporting allows you to evidence 
your duty of care. It allows you to demonstrate the actions 
that you put into place to remediate the situation. It 
provides you with an argument to show that you actually 
did as best as you could do in the circumstances. 

RASMUSSEN: Yeah, I mean we’re talking about policy 
enforcement and there’s a lot of innovative things that can 
happen. One organization I was interacting with, a large 
global software manufacturer, integrated their policy and 
training system with their identity and access system so 
that if you’re behind on your policy acknowledgment and 
training on harassment, for example, one day when you  
try to log in to your computer you’ll find out that all you can 
access is the policy and training system, with a message 
to take your harassment training course. I was interacting 
recently with another company and they said that they 
have it automated that if you’re behind on your policy 
acknowledgments and training, you’ll get an email from 
the CEO saying how important you are and how much the 
company appreciates your work, but these policies are 
really important and you need to go through the training 
and do the acknowledgment on that. That’s using your 
technology to effectively enforce policy training in a  
creative way.

ROUNDTABLE PARTICIPANTS

MODERATOR 
Carole Switzer 

Co-Founder & President, 
OCEG

Robert O’Brien 
CEO, 

MetaCompliance

Michael Rasmussen  
GRC	Analyst	and	Pundit,	 

GRC 20/20 Research 
and	OCEG	Fellow

[POLICY MANAGEMENT ILLUSTRATED EBOOK] An OCEG Roundtable 

Policy Enforcement



This illustration advises on how to implement and enforce policies in the organization. A well-written policy that is not adhered to can 
become a liability and increase exposure to the organization. Policies that are complied with become assets that help the 
organization direct behavior, reliably achieve objectives, reduce uncertainty, act with integrity, and enhance corporate culture.

How to implement and enforce policy compliance
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THE BENEFITS OF TECHNOLOGY
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COMPLIANCE

HUMAN RESOURCES

INTERNAL AUDIT

OPERATIONS

LEGAL

INVESTIGATIONS & REPORTING

MONITOR, TEST & ASSESS

PROCEDURES & CONTROLS

PREVENT & DETECT
NON-COMPLIANCE

MANAGE EXCEPTIONS

?

EXTENDED ENTERPRISE CONSIDERATIONS

The compliance department provides oversight and 
accountability by ensuring that policies are adhered 
to, monitoring for actions of non-compliance, and 
overseeing action plans to correct them.

Technology enables policy implementation 
and enforcement by creating a repository 
of all policies, procedures, and controls that 
are cross-referenced to each other and not 
treated as isolated documents.

Investigations, and related systems such as hotlines, 
provide insights into whether policies are being 
enforced and show that the organization takes 
policies seriously. Insight from investigations can tell 
us how policies are understood and operating.

Policies govern and authorize 
associated procedures and 
controls that are embedded 
within business operations 

and processes.

Policy communication helps prevent 
non-compliance, and hotline. Reporting 
systems detect non-compliance. Both 

processes are required for effective 
policy implementation 

and enforcement.

Effective policy management requires 
ongoing assessment to assure policies

are designed and operating properly, 
and that the business runs 

efficiently and smoothly 
while in compliance.

HR professionals not only ensure that 
policy adherence is covered in 
employee training and communication 
programs, but also that compliance is 
included in job descriptions, annual 
reviews and performance evaluations.

Legal provides regulatory guidance to the organization 
and ensures that incidents are investigated and 
resolved in a way that reduces risk and liability to the 
organization. 

Internal Audit provides independent and 
objective assurance that policies are followed 
across the organization. Operational audits 
routinely include policy conformance.

Policies are lived out in the business 
operations and processes - it’s where the 
‘rubber meets the road’ in aligning the 
existence of policies with everyday 
organization behavior. Effective policies 
protect an organization and its operations 
without unnecessarily inhibiting them.

Technology creates a consistent 
environment to conduct assessments, 
track issues of non-compliance, and take 
corrective actions. Technology allows an 
organization to easily and efficiently 
manage hundreds to thousands of 
policies especially during audits and 
assessments.

Technology provides for a complete 
picture and defensible audit trail of the 
‘who, what, when, where, how and why’ 
including the role and actions of each 
individual.

Technology enables the automation of 
workflows and tasks to complete audits and 
assessments related to policy compliance. 
No longer is the organization encumbered 
by unanswered or lost emails or documents 
that are out of sync.

• Exceptions must be documented   
 and available to auditors and   
 regulators upon request.   
 Organizations that demonstrate   
 exception management are better   
 able to defend their policy   
 management processes.
• Organizations should institute   
 compensating controls as part of   
 exception approval until policy   
 revisions are made or the   
 organization is brought into full   
 compliance.

• Policy enforcement is not always   
 possible. Exceptions happen when          
 the organization cannot comply with a  
 policy or when the policy is subjective  
 or requires excessive clarification.
• Organizations need processes to   
 authorize, track, monitor and review  
 exceptions.
• Those who authorize exceptions   
 must have authority. Limits should be  
 set so exceptions are regularly   
 reviewed and not granted for   
 extended/unreasonable time periods.

• Require business partners to   
 undergo a minimum annual   
 self-assessment process to attest to  
 their compliance status to governing  
 policies, procedures, and controls. 
• The organization should have   
 defined processes to exercise right   
 to audit clauses/inspections to   
 validate compliance to policies and   
 contracts in extended business   
 relationships.

• The organization does not stop with  
 traditional brick and mortar - the modern  
 organization is a web of business   
 relationships that cross boundaries.
• Clearly define which policies cross   
 business  relationships and ensure   
 compliance is covered in contracts.
• Periodically communicate policies   
 across all business relationships and  
 provide training where needed.



This illustration details straightforward steps to create and deliver a compelling business case for your policy management strategy. 
Using this method helps executives understand that your policy management initiative purposefully integrates, supports and furthers 
the organization’s ability to reliably achieve objectives, while addressing uncertainty and act with integrity.

Build a strong business case for policy management strategy

AGILITY
CHANGE
Show how there can be connection between procedures 
and systems for identifying regulatory, business and other 
changes and the proposed procedures and systems for 
policy management.
RESPONSIVE
Demonstrate how the identification and notification 
systems proposed will increase responsiveness and agility 
to address changes and ensure policy conformance.

A change in policy management strategy requires a clear 
and compelling business case of value. This starts with 
understanding the current state in how policies are 
managed and defining the proposed future state. In 
contrasting these two states the organization builds a 
business case of value around the angles of efficiency, 
effectiveness, and agility.

EFFICIENCY
TIME
Estimate how many hours of employee time will be saved 
by streamlining and standardizing processes and/or 
changing technology.
MONEY
Estimate the amount of money saved by the proposed 
changes based on reduced employee hours in managing 
policies, legal fees and fines that may arise from 
noncompliance, and removal of redundant technologies.

EFFECTIVENESS
CONSISTENCY
Demonstrate examples of problems arising from lack of 
consistency and improvements resulting from the proposed 
change.
ACCOUNTABLE
Demonstrate how an improved system of record can assist 
in resolving issues, identifying needed control changes and 
proving efforts to stakeholders, regulators and enforcement 
authorities.

Estimate how many hours of employee time will be saved by streamlining and standardizing processes and/or changing technology.

C
THE CONCEPT
Develop a conceptual 
model outlining:
• The purpose for stronger  
 policy management
• How it will deliver   
 value to the organization 
• The audience that you  
 need to persuade

A
THE ANALYSIS
Develop an analytical model 
that:
•  Identifies and blueprints  
 multiple options,
• Evaluates costs, 
 benefits, risk and ROI
• Selects a single course  
 of action to propose for  
 policy management

P
THE PITCH
Develop a pitch that 
persuades your audience 
using:
• Narrative and 
 visual design
• Physical presence
• Scientific (and ethical)  

techniques of persuasion

THE POLICY MANAGEMENT
BUSINESS CASE OF VALUE

PURPOSE1
Define a high-level purpose for your 
business case that encompasses the 
business need for policy management 
and the solution that you plan to 
explore.

SOLUTIONS

BUSINESS
NEED

AUDIENCE4
Intimately understand who will decide 
if and how policy management will 
move forward; and why they should 
care.

What’s in it for me?

STAKEHOLDERS3
Understand the external and internal 
stakeholders affected by policy 
management and how roles, 
responsibilities and relationships 
might change.

PRESENTATION14
Use in-person presentation and other 
interpersonal skills to present the 
business case to the audience.

THE BIG IDEA

FOLLOW-UP15
Ensure that a final decision is made 
with ongoing follow-up and 
communication.

VALUE2
Connect to the business strategy by drawing 
direct lines from business objectives to policy 
management and outline the way this should 
be measured.

NEEDS SOLUTIONS

Solution #1
Solution #2
Solution #3
Solution #4
Solution #5

OBJECTIVES 
Objective 1
Objective 2
Objective 3

KPI’S

BIG IDEA5
Sketch out a conceptual model for what 
policy management might look like; and 
begin the process of vocally socializing 
the concept with the audience.

MEDIA13
Use the principles of effective visual 
and audio design to communicate
your business case.

THE BIG IDEA

NARRATIVE12
Use effective storytelling to transform 
your message into a compelling and 
memorable narrative.
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BLUEPRINT7
Outline the structure of your option(s) 
and how it will be developed, launched 
and operated over time.

COSTS / BENEFITS / RISKS8
Estimate the costs and benefits 
and how risk will be addressed 
along the way.

COSTS & BENEFITS & RISKS

RISK

ROI9
Evaluate the streams of 
costs and benefits using NPV,  
IRR and payback calculations.

NPV & IRR

OPTIONS6
Identify options for policy 
management strategy and define 
a way to evaluate options.

I’m pretty sure that option 
#2 is my preference, but I 
should analyze all four to 
make sure.

POTENTIAL SOLUTIONS
OPTION 1 >

OPTION 2 >

OPTION 3 >

OPTION 4 >

SELECTION10
Select a single strategy option to 
finalize and propose based on a full 
analysis of costs, benefits, risk and 
ROI.

PREFERRED OPTION

OPTION 3 >

#3

PERSUASION
Use ethical and scientifically 
proven principles of persuasion 
to convince your audience.

Reciprocation
Liking
Consensus
Authority
Consistency
Scarcity
Contrast

11
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This illustration diagrams how organizations periodically review policies to ensure they remain relevant and aligned to the organization. A 
complete history of revisions, collaborations, communications, training and acceptance, exceptions and enforcement actions should be carefully 
preserved. This, along with a program to proactively identify and respond to business changes that impact the policy environment will ensure an 
organization can effectively demonstrate and defend a strong policy governance program.

Re-evaluating policies – methods for maintaining effectiveness
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NON-COMPLIANCE
Is the policy 
being complied 
with? How many 
controls are in 
place to properly 
monitor the 
enforcement 
of the policy?

INCIDENTS
How many 
substantiated 
policy violations 
have occurred 
and why? Are 
there repeat 
offenders related 
to these 
incidents?

ISSUES
How many hotline 
reports have been 
received in 
relation to this 
policy? What are 
the results 
of surveys and 
assessments 
related to this 
policy?

EXCEPTIONS
How many 
exceptions to the 
policy have been 
documented and 
approved? How 
long has it been 
since these 
exceptions were 
last reviewed?
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Policy management 
software can be leveraged to 
streamline policy development, 
alignment, change 
management, communication 
and performance monitoring. 

Policy training and awareness, 
acceptance, metrics 
gathering and archival can 
be automated to ensure 
the effectiveness 
of the policy program is 
understood in context.

TECHNOLOGY

Policy Maintenance ChecklistMeasure and Re-evaluate

Archive and History

Metrics
Metrics can provide a solid foundation for 
continuously refining the organizational 
policy program. The right metrics will help 
ensure policies are effective at establishing 
desired behaviors efficiently, and agile 
enough to accommodate the demands of a 
dynamic and distributed business 
environment. 

Metric is not objectively defined

Metric fails to effectively isolate 
specific issue or performance

Metric is ambiguous or prone 
to false positives/negatives

Metric is not quantifiable.

Metric data is not timely 
or too expensive to collect

Key metric data is not managed 
properly

Metrics are not kept updated

Metric data are not actionable or does 
not help improve conformance

Metric cannot be updated 
at regular intervals

Establishing and 
tracking key metrics  
across all stages of 
the policy lifecycle will 
provide valuable 
insight into the design 
and operational 
effectiveness of the 
policy program.

A SYSTEM
OF PARTS

POLICYVIOLATIONS:
0

CHANGES
IN RISK/BUSINESS
OPS

EXCEPTION REQUESTS: 2

5

1 DETERMINE NEED 2 DEVELOP & UPDATE

4 IMPLEMENT & ENFORCE 3 COMMUNICATE & TRAIN

REGULATIONS
What regulatory 
changes and 
enforcement 
actions impact 
this policy?

LEGISLATION
What legislative 
changes impact 
this policy?

EXTERNAL RISK
What 
socioeconomic, 
political, and 
industry changes 
impact this policy?

BUSINESS CHANGE
What changes to the 
business such as 
mergers/acquisitions, 
strategy and operations 
impact this policy?

RISK EXPOSURE
Does the policy 
mitigate risk within 
accepted boundaries 
of risk appetite and 
tolerance?

CLARITY
Is the policy 
oriented 
appropriately to 
the intended 
audience?

APPROVAL
How long has it 
been since this 
policy was last 
reviewed?

AMBIGUITY
Is a lack of 
understanding 
resulting in policy 
questions or 
non-compliance?

TRAINING
Have employees 
successfully 
completed 
required training 
programs related 
to this policy?

ATTESTATION
Have employees 
acknowledged 
and attested that 
they will follow 
the policy?

DELIVERY
Is the policy 
communicated 
in the right 
formats and 
languages 
to best reach the 
target audience?

Every policy and its past revisions must be 
archived for referral at a later time. When an 
organization experiences an incident or is 
examined by an external auditor or regulator, it is 
often necessary to provide positive evidence of 
policy compliance. Preserving a full view of the 
policy history and audit trail (including key data 
points such as the owner, who read it, who was 
trained, acceptance acknowledgements and dates 
for specific policy versions) will help assert 
an accurate and complete policy control 
environment is operating effectively.

Have changes to the business 
climate occurred that may impact 
this policy?

Are there regulatory/legal changes 
that require a policy update?

Is this policy clearly written for 
the intended audience?

Have policy questions or ambiguities 
been identified?

The following factors may influence whether a policy revision is required:

Frequent changes to policies 
should not be necessary in a 
healthy policy environment. 
Active diligence through 
regular review cycles will 
ensure policies remain 
appropriate and aligned to 
organizational needs and help 
minimize unnecessary 
exposure and liability. Policies 
found to be out of date should 
be revised or retired.

Are training and communication 
plans for this policy effective?

Do we have an unacceptable 
amount of exceptions to this policy?

Is this policy consistently enforced 
and complied with?

How many violations of this 
policy have occurred and why?

COMMUNICATION
Has the policy 
been verifiably 
communicated 
to its audience 
in the past year?

APPROVAL

RED FLAGS TO LOOK OUT FOR:

If we are going 
into this country, 
we will need 
different policies 
for a few risks.

Let's confirm that we've 
mapped all the issues.

IMPACTS POLICIES

ACTIONS CONTROLS

BUSINESS
CHANGE

INVESTIGATIONS
& CASESEVALUATE

CONTROLS

3RD
PARTY

OPERATIONS

SUPPLY
CHAIN

CHANGES

REVISIT RISK ASSESSMENT

NEW RISK
LANDSCAPE
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See how Workiva for Internal Audit 
Management works: workiva.com/OCEG

Win back the time you need to make a real 
impact to your organization.

Eliminate redundant 
work. Focus on the 
right internal audits.

Rating

Very High

Very High

Moderate

High

Very High

Moderate

Moderate

HighJamie Day
Seth Davidson is this confirmed?

Seth Davidson
Jamie Day looks great! Sadie Gibbs?

Sadie Gibbs
Seth Davidson Perfect! Approved as is!

GRC 20/20 advises organizations on:
 • Policy Management Lifecycle
 • Policy Program Governance
 • Policy on Policies & Style Guide
 • Policy Technology RFPs
 • Regulatory Change Management

www.GRC2020.com 
info@GRC2020.com

Does your organization 
struggle with policy 
chaos?
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FUTURE-PROOF 
YOUR CAREER
Level up your skills and get the GRC Professional (GRCP) certification
by OCEG, the nonprofit think tank that invented GRC

Everything is included in a single fee:

Online preparation

Online exam

Online continuing education

www.oceg.org/certifications


